Fast Facts

GEISINGER

October 2014
GeisingerConnect and Browser Settings

What’s new?
Browser security continues to become more stringent and settings must be updated.

Impacts to Users:

1. If you have trouble viewing certain images in the EMRIink tab, it may be due to a
pop-up blocker; updating a few browser settings only takes a few steps.

2. If you are a credentialed provider using the Firefox browser and have trouble
opening the Epic Production-0S icon under Clinical Apps, updating your
browser’s pop-up blocker and ‘Add-ons’ or ‘Plug-ins’ only takes a few steps.

3. All Users: Confirm that your GeisingerConnect Shortcut/Bookmark/Favorite is set
at the correct url for GeisingerConnect: https://geisingerconnect.geisinger.org.

What You Need to Do:

1. Update your Pop-up Blocker Settings
r;/\

|/

g/ Internet Explorer — Pop-up Blocker

Select Tools/Pop-up Blocker, then the Privacy tab/Pop-up Blocker/Settings:
Tnternet Options (-5 |3

General Sacuriontent Connections | Programs | Advanced

Settings

éi GeisingerConnect - Windows Internet Explorer q°" Select a setting for the Internet zone.
€ 2L naerconnect.g &>
&)+ [&) npsiras @

Medium

Ctrl+Shift+Del  ANDsk [E Model @] OnTweb £ OSR &) - Blocks third-party cookies that do not have a compact

InPrivate Ctrl+Shift+P privacy policy
B nection Problems. - Blocks third-party cookies that save information that can
: v = be used to contact you without your explicit consent
Ty SR - Restricts first-party cockies that save information that
—— can be used to contact you without your implicit consent

InPrivate Filtering Settings
Pop-up Blocker »

Manage Add-ons

| stes || mmport

Pop-up Blocker

SS—_PEIWEt most pop-up windows from | Settings |
® appearing.

| Turn on Pop-up Blocker

| | Advanced |

Compatibility View
Compatibility View Settings

Subs

tothis Feed...

Feed Discover

N InPrivate
Windows Update

Developer Tools F12 Do not collect data for use by InPrivate Filtering

" 7 Disable toolbars and exctensions when InPrivate Browsing

OneNote Linked Not
neNote Linked Notes starts

Lync Click to Call
Send to OneNote

@ Some settings are managed by your system administrator.,

B B2

Internet Options

|| cancel
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1. Update your Pop-up Blocker Settings (cont.)

/=

{

'» Internet Explorer— Pop-up Blocker (cont.)

Add *.geisinger.org as ‘Address of website to allow,’ click ‘Add,” then ‘Close’

Note: Please close all instances (including tabs) of your browser and open a fresh

instance once finished.

Pop-up Blocker Settings (23]
Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
#!| websites by adding the site to the list below.

Address of website to allow:
'.geiSinger.Dml

Allowed gites:

* geisinger.org - Bemove
access cardionet.com P —
chartlink bloomhealth net Remove all...
chartlink schuylkilhealth .com
chartlink 03 schuylkillhealth com
eforms schuylkillhealth.com
eforms 03 schuylkillhealth.com

gc.geisinger.org 57

m

Netifications and blocking level:
Play a sound whien a pop-up is blocked.
Show Information Bar when a pop-up is blocked.

Blocking level:

lMedium: Block most automatic pop-ups VJ

Leam more about Pop-up Blocker
V-9

0
@' Firefox — Pop-up Blocker

Select Menu/Options, Content, then ‘Block Pop-up windows’/Exceptions

Options @
= [ " T o
E— == =1-] . ]
= ] ©aa
Gereral  Tabs WM Content WM Applications  Privacy  Security  Sync  Advanced
Block pop-up windows II
- e N Fonts & Colors
3 | -] B Defaultfort: [ Times New Raman | Sz 18 | |Advanced..
8 GeisingerC Newindow  MewPiars  See Page
=4 Window LColors..,
= ) [ gstors. ]
; = Languages
' Chaonse your preferred lanquage for displaying pages Chanse..
ok | [ concel | [ Help
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1. Update your Pop-up Blocker Settings (cont.)
V3 N

7.‘

@; Firefox— Pop-up Blocker (cont.)

Add *.geisinger.org as ‘Address of website,” click ‘Allow,” then ‘Close’

Note: Please close all instances (including tabs) of your browser and open a fresh

instance once finished.
@ Allowed Sites - Pop-ups EI@

YYou can specify which websites are allowed to open pop-up windows, Type
the exact address of the site you want to allow and then click Allow.

IAgdress of website:
I *.geisinger.org

Sl lovay

Site Status

*.geisinger.org Ao

Bemowve Site | | Remove Al Sites

2. ‘Clinical Apps’ users only — Allow ‘Citrix’ Add-on

Internet Explorer — Enable ‘Citrix’ Add-on
Select icon for Settings/Manage add-ons

(E=H EoR(
£ ~ @ ¢ |[ @ GeisingerConnect Physicia.. |® G- Aglzions I i ol
Print
File v
Zoom (100%) »
Safety »

Add site to Start menu
Ctrl+)

CLINICAL APPS | PREFERENCES | CONTACTUS .

developer tools

Go to pinned sites

'me DOCTOR UNASSIGNED DOCTOR )
nternet options
SIGNED! |

1sfor GeisingerConnect!

© 2014 by Geisinger Health System. All rights reserved. No part of this document, its content, or its graphics may be copied, used,

distributed, or adapted in any form without prior written permission of the copyright owner.
3of7



GEISINGER

October 2014

GeisingerConnect and Browser Settings

2. ‘Clinical Apps’ users only — Allow ‘Citrix’ Add-on (cont.)
&

Internet Explorer — Enable ‘Citrix’ Add-on (cont.)

Select Toolbars and Extensions, look for and click ‘Citrix Systems, Inc.’, click
‘Enable’ (button will change to ‘Disable’), click ‘Close’

Note: Please close all instances (including tabs) of your browser and open a fresh
instance once finished.

Manage Add-ons

==

Wiew and manage your Internet Explorer add-ons

Mame Publisher Status Architecture  Load time Mavigation..,
1

&) Toolbars and Extensions Adobe Systems Incorporated
- Searth Providers
[ e celerators

© Tracking Protection

Adohe Systerns Incorpor.,  Enabled 32-bitand ...

m

Micresoft Cerporation

5 Spelling Correction

Microsoft Silverlight Microsoft Corporation Enabled 32-bitand ..
Groove GFS Browvser Helper Micrasoft Carporation Disahled 32-bitand ...
Office Document Cache Handler  Microsoft Corporation Enabled 32-bitand .. 0035 0.00s
Groove Folder Synchronization Micrasoft Carporation Disahled 32-bitand ...
Not Available
@Send to OneMote MNat Available Enabled 32-bitand ...
Show: @OneNnte Linked Motes Mot Available Enabled 32-bitand ..

Currently loaded add-ons - Oracle America, Inc. -

Co/DAIEINterceptorBHO Class

Citrix Systers, Inc.

10.0.1

Monday, November 18, 2012, 3:36 PM

Wersion:
File date:
More infarmation

Type: Browser Helper Object

Search for this add-on wia default search provider

Close

Find more taclbars and extensians...
Learn more sbaut taclbars and extensians

Close

J

@

Firefox — Allow ‘Citrix’ Add-on
Select icon for Menu/Add-ons, then check Plugins, and look for all items with ‘Citrix’ in
the name:

oo el
B - Gecgic A hlEa ¥ AQE
)
cut Copy Pasts
- 1W00% +
yhhect New Window  NewPrivate  Save Page
Window
Q ® 4ar file Edt View Higtory Bookmarks JTools Help —lo s
Print History Ful Screen GeisingerConnect % | & Add-ons Manager x \+
aboutaddons 8- Plrd & A =
Find Options Add-ons % - h n P
b d Adobe Acrobat 11.0.9.29
Develop e GetAdd-ons
Ask to Activate v
€D Sign into Sync * Extensions
serst Pleasereviewan 0 i tWins Mare e
okmarkfar Custarnize (7] o/ Anooarance
Citrix Offline Plug-in 6.5.0.66!
fuer orey
Citrix Offline Plug-in Mozilla Plug-in (Win32) 14 Ask toActivate v
13y Stetement 2 oogle Update
2 Serviess | vl
2= 800-275-6401 Google Update Mare Ask to Activate v
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2. ‘Clinical Apps’ users only — Allow ‘Citrix’ Add-on (cont.)

)

Firefox — Allow ‘Citrix’ Add-on (cont.)
Select ‘Always Activate’ from the Drop Down for ALL Citrix items:
Note: Please close all instances (including tabs) of your browser and open a fresh
instance once finished.

[el&]=]
- 8 [ B[] x][B coogte R
‘Eile Edit View History Bookmarks Tool I
File Edit View History Bookmarks Tools Help [l 2=
GeisingerConnect x/* Add-ons Manager x o
@ aboutiaddons ¢ | B~ Google AP BE 3 A=
| -| [Search ait add-ons Al
Check to see if your plugins are up to date
5 G nadions & Adobe Acrobat 11.0.9.29
Adabe PDF Plug-In For Firefox and Netscape 1109 More
o Ertensions g CixicaCient 131089
Citrx Receiver Plugin (Win32) More Always Activate v
/Z Appearance
. Citrix Offline Plug-in 6.5.0.6684
& Plugins Citrix Offline Plug-in Mozl Plug-in (Win32) More
i
e g CoovleUpdate 13.2415 Ahoys Aciate ‘
Ve ervices
Aow Google Update More

Google Chrome — Geisinger does NOT recommend the use of Google Chrome
for GeisingerConnect. If you are alerted that a Plug-in was blocked:

Note ‘Plug-in blocked’ alert, click on alert:

https//goctegeisinger.org/Citrix/Clinical_Apps/site/defaultaspx

-
Logged on as: pp73504 ﬂ “ CITRIX
.

Settings Log Off

Main Select views: +
e
B [ - @ e e e
. C C C
2010 Respiratony Groupwise § Email Groupidise Instant IE 5 Para Job Search Kronos
Messenger

e e e 05 e Epic Epic

Kronos Employee Lawson Self Service Lawwson with Cutlook Password change Prod.uction-OS Shédow—OS
Self Service Shopping Webbooess for G
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2. ‘Clinical Apps’ users only — Allow ‘Citrix’ Add-on (cont.)

Google Chrome — Geisinger does NOT recommend the use of Google Chrome

for GeisingerConnect. If you are alerted that a Plug-in was blocked:

Select ‘Always allow plug-ins on <URL>,’ (in the case below, the url is
<gcctx.geisinger.org>), and click Done.

Note: Please close all instances (including tabs) of your browser and open a fresh
instance once finished.

https://gcctageisinger.org/Citrix/Clinical _Apps/site/defaultaspx Ex

Plug-ins were blocked on this page.  Learn rore

L)

Continue blocking plug-ins

Main Bun all plug-ins this tirme

’ , e Ianage plug-in blacking...

- - e e
(ol B . @ ( - e
2010 Respiraton: Groupwise 8 Email Groupitise Instant IE 9 Para Job Search Kronos
Messenger

G G 7 or G i i

e e e 95 e Epic Epic
Kronos Employee Lawwson Self Service Laweson with Cutlook Passwiord change Production-o5 Shadow-05

Self Service Shopping Webbooess for
aMiir | awan @Al

3. All Users: Update your desktop Shortcut

Desktop Shortcut, Windows OS

Right Click on the GeisingerConnect shortcut and select ‘Properties’, paste
https://geisingerconnect.geisinger.org into the ‘URL:’ field then click OK:

| geisingerconnect.geisinger.org Properties 3]

General | Web Document ‘Security | Details | Previous Versicnsl

@ geisingerconnect.geisinger.org

URL: https}//geisingerconnect.geisinger.org/ I

Shorteut key:  None

. X Vistts: Unknown
Restore previous versions

Changs lcon

Send to >
Cut
Copy

Create shortcut
Delete

Rename

|
QK Cancel Apply
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3. All Users: Update your browser ‘Bookmark’ or ‘Favorite’
)

/=

L/ Internet Explorer - Favorites

Right Click on the GeisingerConnect Favorite and select ‘Properties’, paste
https://geisingerconnect.geisinger.org into the ‘URL:’ field then click OK:

##| GeisingerConnect Properties @
» (] nttpsi//geisingerconnect.geisinger.rg
General | Web Document | Secu Details | Previous Versions

it View [N Tools e i,
ites g AddtoFavarites.. @ Gal ] HDu | p’

Add to Favorites Bar Iﬁ GeisingerConnect
JerConnect

Organize Favorites.

Eavorites Bar URL: https://geisingerconnect.geisinger.arg/

Geisinger Health System
lntarquga\ Bnnkwe\anrta\ Shortcut key:  None
Microsoft Websites

MSN Websites

Quality Compass.
Websites for United States

Visits: Unknawn

Change Icon..

‘Windows Live

£] MsDN

2] Support

£] GeisingerCannars
Open
Print

Restore previous versions
Sendto »
Cut

Copy

Create shortcut
% Delete
% Rename

€3
‘\ Firefox - Bookmark

Right Click on the GeisingerConnect Bookmark and select ‘Properties’, paste

https://geisingerconnect.geisinger.org into the ‘Location:’ field then click ‘Save:’

Properties for "GeisingerConnect” @

Marne: GeisingerConnect

— :7 Location: m
'— .3,-,: : Tags: Separats togs with commas m
9 Keyword:
Description:

Load this bookmark in the sidebar

o Yo

Congeens | Frrecy Siatemert
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